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The Lion in Winter: small cap underperformance and potential catalysts; the CrowdStrike outage 

You should forgive asset allocators for mistakenly assuming in 2010 that US small cap would outperform US 
large cap in their capital markets projections.  From 1930-2010Σ ǘƘŜ άǎƳŀƭƭ ŎŀǇ ŀƴƻƳŀƭȅέ ȅƛŜƭŘŜŘ ǘǊŜƳŜƴŘƻǳǎ 
outperformance as shown in the first chart.   There were six small cap outperformance eras during that period, 
the most recent of which occurred over 15 years ago.   

 
 

The unholy trinity.  Since 2010, small cap has been one of the big three underperforming portfolio strategies 
alongside large cap value vs growth and non-US stocks vs the US.  All three out of favor strategies are at their 
cheapest levels in 20 years, but for good reason: weaker earnings growth than US large cap growth. 
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American exceptionalism: as shown on the left, non-US 
stocks (proxied by the MSCI World ex-US index) have been 
an earnings wasteland over the last decade whether we 
include emerging countries or not.  Of the three 
underperforming strategies, I see better prospects for US 
small cap than the other two. 
 

The Lion in Winter, 1968.  A precursor to Game of Thrones 
ƛƴǘǊƛƎǳŜΥ IŜƴǊȅ LL ƻŦ 9ƴƎƭŀƴŘ όtŜǘŜǊ hΩ¢ƻƻƭŜύ ŀǘǘŜƳǇǘǎ ǘƻ 
establish a line of succession with his three sons and his 
imprisoned wife Eleanor of Aquitane during a Christmas 
family gathering in the year 1183 AD. 

https://am.jpmorgan.com/us/en/asset-management/institutional/insights/market-insights/eye-on-the-market/energy-paper-2024/
https://am.jpmorgan.com/content/dam/jpm-am-aem/global/en/insights/eye-on-the-market/inflation-monitor-amv.pdf
https://am.jpmorgan.com/content/dam/jpm-am-aem/global/en/insights/eye-on-the-market/us-federal-debt-monitor-amv.pdf
https://am.jpmorgan.com/content/dam/jpm-am-aem/global/en/insights/eye-on-the-market/economic-monitor-amv.pdf
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Everything eventually has a price.  After the soft June CPI report, the NASDAQ fell by 2% and the Russell 2000 
Small Cap Index rose by 3.6%, the largest single day outperformance by small cap in over 40 years.  It was just 
one day and may reflect unwinding of very entrenched positions at a time of a massive valuation gap.  Poor 
small cap fundamentals (particularly portfolios that look like the Russell 2000) may prevent small cap from 
mounting its seventh sustained period of outperformance, but for diversified investors thinking about small cap 
ǎǘƻŎƪǎΣ ǘƻŘŀȅΩǎ Ǿŀƭǳŀǘƛƻƴǎ ƻŦŦŜǊ ǘƘŜ ŎƘŜŀǇŜǎǘ ŜƴǘǊȅ Ǉƻƛƴǘ ƛƴ ǘƘŜ нмst century. 

One more thing on small cap, related to politics.  Trump has mentioned the possibility of higher tariffs on China 
and the rest of the world (which typically hurts large cap stocks the most), while Vance has said positive things 
about Lina KhanΩǎ FTC (despite her department losing almost all antitrust cases it brings).  If a second Trump 
administration raises tariffs and ratchets up antitrust enforcement of large cap tech stocks, that could be a small 
cap relative value catalyst, albeit at a time of possibly declining overall US equity markets.  Before we begin, a 
few words on the CrowdStrike outage given its breadth, and what it tells us about cybersecurity in 2024. 

 

Michael Cembalest 
JP Morgan Asset Management 
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The CrowdStrike outage 

It was an adventure wrapping this piece up last Friday given systems outages caused by CrowdSǘǊƛƪŜΩǎ botched 
software update.   One ŎȅōŜǊǎŜŎǳǊƛǘȅ ŦƛǊƳ ƻōǎŜǊǾŜŘ ǘƘŀǘ ά/ǊƻǿŘ{ǘǊƛƪŜ Ƙŀǎ ŘƻƴŜ ƳƻǊŜ ǘƻ ŘƛǎǊǳǇǘ Ǝƭƻōŀƭ ōǳǎƛƴŜǎǎ 
ǘƘŀƴ ŀƭƭ ǊŀƴǎƻƳǿŀǊŜ ƻǇŜǊŀǘƻǊǎ ŎƻƳōƛƴŜŘέΣ ǿƘƛƭŜ ŀ ŦƻǊƳŜǊ C.L ŎƻǳƴǘŜǊƛƴǘŜƭƭƛƎŜƴŎŜ ŀƎŜƴǘ ŎƛǘŜŘ /ǊƻǿŘ{ǘǊƛƪŜΩǎ 
άǎŜǾŜǊŜ ŦŀƛƭǳǊŜ ƻŦ ǉǳŀƭƛǘȅ ŎƻƴǘǊƻƭέΦ  {ƻƳŜ ƳƻǊŜ ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻm behind the scenes1: 

¶ LǘΩǎ ŀƭƭ ŀōƻǳǘ άƪŜǊƴŜƭέ ŀŎŎŜǎǎΦ  ¢ƘŜ ƪŜǊƴŜƭ ǊŜŦŜǊǎ ǘƻ ǘƘŜ ŎƻǊŜ ƻŦ ŀƴ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳ ŀƴŘ ŘƛŦŦŜǊǎ ŦǊƻƳ άǳǎŜǊ 
ǎǇŀŎŜέ ƛƴ ƻƴŜ ǾŜǊȅ ƛƳǇƻǊǘŀƴǘ ǊŜƎŀǊŘΦ   hƴŎŜ ƪŜǊƴŜƭ ŀŎŎŜǎǎ ƛǎ ƎǊŀƴǘŜŘ ǘƻ ŀ ǎƻŦǘǿŀǊŜ ǇǊƻƎǊŀƳΣ ƛǘ Ŏŀƴ ƎŜƴŜǊŀƭƭȅ 
operate without restrictions, and if the program crashes it brings the computer down with it.  Software 
ƻǇŜǊŀǘƛƴƎ ƛƴ ǳǎŜǊ ǎǇŀŎŜ Ŏŀƴ ŎǊŀǎƘ ǿƛǘƘƻǳǘ ǘŜǊƳƛƴŀǘƛƴƎ ǘƘŜ ŎƻƳǇǳǘŜǊΩǎ ŀōƛƭƛǘȅ ǘƻ ŦǳƴŎǘƛƻƴ 

¶ In Windows, cybersecurity software typically gets priority access to the kernel.  This dates back to the mid-
нлллΩǎ ǿƘŜƴ {ȅƳŀƴǘŜŎ ŀƴŘ aŎ!ŦŜŜ ǇǊŜǎǎǳǊŜŘ aƛŎǊƻǎƻŦǘ ǘƻ ŀƭƭƻǿ ǘƘŜƳ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ƪŜǊƴŜƭ όǊŀǘƘŜǊ ǘƘŀƴ 
Microsoft being able to restrict cybersecurity tasks to its own cyber-program PatchGuard) 

¶ Microsoft requires software drivers operating in its kernel to receive a Windows Hardware Quality Labs 
certification after extensive testing, but CrowdStrike appears to have developed a workaround to bypass this 
with respect to certain updates of its driver.  CrowdStrike creates dynamic definition files that its software 
ǳǎŜǎ ǘƘŀǘ Řƻ ƴƻǘ ǊŜǉǳƛǊŜ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ŜŀŎƘ ǘƛƳŜ ǘƘŜȅΩǊŜ ǳǇŘŀǘŜŘΦ  LƴǎǘŜŀŘ ƻŦ Ƨǳǎǘ ǇƻƛƴǘƛƴƎ ǘƻ ŦƛƭŜƴŀƳŜǎΣ ǘƘŜǎŜ 
definition files can also contain executable code.   As a result, something like a null pointer reference in such 
files or inadequate parameter validation could crash the computer given its use by a kernel function 

¶ /ǊƻǿŘ{ǘǊƛƪŜΩǎ ŜǊǊƻǊ ǎƻǳƴŘǎ ƪƛƴŘ ƻŦ ǎƘƻŎƪƛƴƎ ǿƘŜƴ ŜȄǇƭŀƛƴŜŘ ƛƴ ǎƛƳǇƭŜ 9ƴƎƭƛǎƘΥ CrowdStrike created a faulty 
driver definition file, failed to test it properly and then rolled it out to their entire client base in one fell 
swoop rather than rolling it out in batches.  The result: 8 million (!!) crashed computers worldwide 

¶ ²Ƙȅ ǿŜǊŜƴΩǘ !ǇǇƭŜ ƻǊ [ƛƴǳȄ ŎƻƳǇǳǘŜǊǎ ŀŦŦŜŎǘŜŘΚ Apple prevents third party developers from having access 
to kernel space, while the Linux driver updates appear to have been tested more thoroughly 

¶ L ŘƻƴΩǘ ǳƴŘŜǊǎǘŀƴŘ ǿƘŀǘ ǘƘŜ C¢/Ωǎ [ƛƴŀ Yhan is talking about.  YƘŀƴΩǎ ŎƻƴŎƭǳǎƛƻƴ ŦǊƻƳ ǘƘŜ ƻǳǘŀƎŜ ǿŀǎ ǘƘŀǘ 
άŎƻƴŎŜƴǘǊŀǘƛƻƴ ŎǊŜŀǘŜǎ ŦǊŀƎƛƭŜ ǎȅǎǘŜƳǎέΦ   ¢ƘŀǘΩǎ ōƛȊŀǊǊŜΣ ǎƛƴŎŜ ƛǘ ǿŀǎ aƛŎǊƻǎƻŦǘΩǎ ŘŜŎƛǎƛƻƴ ǘƻ ƻǇŜƴ ǳǇ ǘƘŜ 
ƪŜǊƴŜƭ ǘƻ ǘƘƛǊŘ ǇŀǊǘȅ ŘŜǾŜƭƻǇŜǊǎ ǘƘŀǘ ƛǎ ǘƘŜ Ǌƻƻǘ ŎŀǳǎŜ ƘŜǊŜΦ  LǘΩǎ ŀƭǎƻ ōƛȊŀǊǊŜ ǎƛƴŎŜ /ǊƻǿŘ{ǘǊƛƪŜ ƻƴƭȅ ƻǇŜǊŀǘŜǎ 
on 1% of all Windows PCs, which is not concentrated at all.  I am inclined to believe that Khan would blame 
the Chicago Bears missed double-doink field goal in its 2018 wild card game on market concentration 

¶ ¢ƘŜǊŜ ǿŀǎ ŜǾƛŘŜƴŎŜ ǿŜƭƭ ōŜŦƻǊŜ ƭŀǎǘ ǿŜŜƪ ǘƘŀǘ ǎƻƳŜǘƘƛƴƎ ǿŀǎ ŀƳƛǎǎ ǿƛǘƘ /ǊƻǿŘ{ǘǊƛƪŜΩǎ CŀƭŎƻƴ {ŜƴǎƻǊ 
software updates.  ¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ ǎƻŦǘǿŀǊŜ ŎƻƳǇŀƴȅ wŜŘ Iŀǘ ǊŜǇƻǊǘŜŘ ƛƴ WǳƴŜ ǘƘŀǘ /ǊƻǿŘ{ǘǊƛƪŜΩǎ ǳǇŘŀǘŜǎ 
ǿŜǊŜ ŎǊŀǎƘƛƴƎ [ƛƴǳȄ ƳŀŎƘƛƴŜǎΣ ŎǊŜŀǘƛƴƎ άƪŜǊƴŜƭ ǇŀƴƛŎǎέ ǘƘŀǘ ŀǊŜ ǎƛƳƛƭŀǊ ǘƻ aƛŎǊƻǎƻŦǘΩǎ άōƭǳŜ ǎŎǊŜŜƴ ƻŦ ŘŜŀǘƘέ 

¶ This kind of thing has happened before.  In 2010, /ǊƻǿŘ{ǘǊƛƪŜΩǎ /9h was the CTO at McAfee when it 
published an update that mistakenly labeled a legitimate Windows file as infected.  This error paralyzed 
computers at hospitals, schools and ƎƻǾΩǘ agencies.  McAfee lost 40% of its market cap that day and sent 
~4,000 employees on planes to help affected customers recover 

¶  Competitors go for the jugular after a mistake.  After the ƎƻǾΩǘ 
released a report in 2023 chiding aƛŎǊƻǎƻŦǘ ŦƻǊ ŀ άŎŀǎŎŀŘŜ ƻŦ 
ǎŜŎǳǊƛǘȅ ŦŀƛƭǳǊŜǎΣέ /ǊƻǿŘ{ǘǊƛƪŜΩǎ /9h ǳǎŜŘ ƛǘ ŀǎ ŀƴ ƻǇǇƻǊǘǳƴƛǘȅ 
ǘƻ ōŀǎƘ aƛŎǊƻǎƻŦǘ ƛƴ ŀƴ ŀǇǇŜŀƭ ŦƻǊ ƴŜǿ ŎǳǎǘƻƳŜǊǎΣ ŎƛǘƛƴƎ άŀ 
crisis of confidence among security and IT teams within the 
Microsoft security customer baseέΦ   ²Ƙŀǘ ƎƻŜǎ ŀǊƻǳƴŘΧ 

  

 
1 Sources: Bloomberg, Stratechery, Register.com, Dave Plummer (ex-Microsoft, creator of Task Manager) 
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[1] US small cap: much lower profitability and more rate exposure than large cap 

Relative to US large cap, US small cap stocks have (a) lower free cash flow margins, (b) a lot more companies 
with negative earnings, (c) lower return on invested capital2, (d) more floating rate debt, (e) higher debt to cash 
flow ratios, (f) higher interest expense to cash flow and (g) ~70% of debt falling due in the next 5 years compared 
to 45% for large cap.  These are depressing metrics if youΩre looking to find value in US small cap. 

  
 

 
 

 
  

 
2 ROIC = net operating profit after taxes divided by equity and interest-bearing debt (efficiency of debt and 
equity to generate profits); EBITDA = earnings before interest, taxes, depreciation and amortization 
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The next two charts illustrate small cap underperformance on a cumulative and rolling basis since Dec 2010.  
We use the Russell 2000 and the S&P 600 as US small cap proxies, which we explain next. 

   
 
[2] Small cap indexes: S&P 600 vs Russell 2000 

Small cap stocks are a small part of US market capitalization.   Even at their peak, small caps stocks represented 
onlȅ пΦр҈ ƻŦ ǘƘŜ {ϧt мрллΤ ŎǳǊǊŜƴǘƭȅΣ ǘƘŜȅΩǊŜ Ƨǳǎǘ нΦр҈.  The S&P 600 and Russell 2000 are the most commonly 
used US small cap benchmarks. 

The S&P 600 is rebalanced quarterly and is a higher quality index. To be added, a company's most recent 
earnings and its trailing four quarters of earnings must be positive at time of inclusion, and the stock must meet 
certain turnover criteria.  The Russell 2000 includes small-cap stocks based solely on market cap (no earnings or 
turnover criteria) and is rebalanced annually. 
Key differences: 

¶ Share of index with negative net income over the last 12 months: S&P 600 23%, Russell 2000 42% 

¶ Median market cap: S&P 600 $1.8 bn, Russell 2000 $925 mm 

¶ S&P 600 trades at cheaper valuations than the Russell 2000 (P/Book, EV/EBITDA, P/CF, P/E) 

¶ S&P 600 stocks have generated faster earnings growth than the Russell 2000 (see below) 
Similarities: 

¶ Share of index constituents with > 100% annual turnover since 2002: S&P 600 70%, Russell 2000 67% 

¶ Peak 50-day annualized index volatility during COVID recession: S&P 600 84%, Russell 2000 84% 

¶ Similarly low levels of analyst coverage relative to large cap (see second chart below) 
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